Proof Bundle Test

Signature:

Kumar Test





{
  "formatVersion": "1.0",
  "type": "SignForgeProofBundle",
  "verification": {
    "signforge_version": "1.0",
    "verification_code": "sf_OnSyB8ybxfnv",
    "verification_url": "https://staging.signforge.io/verify/sf_OnSyB8ybxfnv",
    "envelope_id": "484fdca5-1333-42b9-9e2f-04742c6a356b",
    "envelope_title": "Bundle Test",
    "sender": {
      "name": "Kumar AS",
      "email": "kumar@securityfocal.com"
    },
    "signers": [
      {
        "name": "Kumar",
        "email": "kumar@securityfocal.com",
        "signed_at": "2026-04-15T11:56:55.631361+00:00"
      }
    ],
    "signer": {
      "name": "Kumar",
      "email": "kumar@securityfocal.com"
    },
    "signed_at": "2026-04-15T11:56:55.631361+00:00",
    "original_sha256": "f28350a78e396d33e38a9d9fe29aaea9e5c496c04a16decacc866413b0b1a949",
    "field_types": [
      "signature"
    ],
    "signature": "3046022100b95384aa821f7c430ddd01f3b81cd6bb2e9581abe41555328b22639a5f20758302210098d543ed6f5e724912d2af12593b8d67830e31a25e16eabed7dcc96b95e97ac2"
  },
  "vc": {
    "@context": [
      "https://www.w3.org/ns/credentials/v2",
      "https://signforge.io/ns/signing-receipt/v1"
    ],
    "type": [
      "VerifiableCredential",
      "SigningReceipt"
    ],
    "id": "https://staging.signforge.io/verify/sf_OnSyB8ybxfnv",
    "issuer": {
      "id": "did:key:zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz",
      "alsoKnownAs": "did:web:staging.signforge.io"
    },
    "validFrom": "2026-04-15T11:56:55.631361+00:00",
    "credentialSubject": {
      "type": "SigningEvent",
      "envelopeId": "484fdca5-1333-42b9-9e2f-04742c6a356b",
      "envelopeTitle": "Bundle Test",
      "documentHash": {
        "algorithm": "sha256",
        "value": "f28350a78e396d33e38a9d9fe29aaea9e5c496c04a16decacc866413b0b1a949"
      },
      "sender": {
        "name": "Kumar AS",
        "email": "kumar@securityfocal.com"
      },
      "signers": [
        {
          "name": "Kumar",
          "email": "kumar@securityfocal.com",
          "signedAt": "2026-04-15T11:56:55.631361+00:00"
        }
      ],
      "fieldTypes": [
        "signature"
      ],
      "pageCount": 1,
      "verificationCode": "sf_OnSyB8ybxfnv",
      "signedDocumentHash": {
        "algorithm": "sha256",
        "value": "399652d00684eee131896b62ec3083a9a7dc128ea7401c0a83f594c92c89c194"
      },
      "documentSizeBytes": 7237
    },
    "proof": {
      "type": "DataIntegrityProof",
      "cryptosuite": "ecdsa-jcs-2019",
      "created": "2026-04-15T11:56:55.717587+00:00",
      "verificationMethod": "did:key:zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz#zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz",
      "proofPurpose": "assertionMethod",
      "proofValue": "zAN1rKvtfXxmg4CapEhyNsedA9aVF8gwYSzKThCh7uAbdNt9VScrxSCWwki1AQh73EThh4giZsNHsE1598j8zqPPeBBtcKpdR9"
    }
  },
  "jades": "eyJhbGciOiJFUzI1NiIsImtpZCI6ImRpZDprZXk6ekRuYWV3TG1XN0VuMVo4UjF1Q3l3ZWtteWNNOVExYkFTb1VhdlFQTEF1azhuTHNveiN6RG5hZXdMbVc3RW4xWjhSMXVDeXdla215Y005UTFiQVNvVWF2UVBMQXVrOG5Mc296IiwiY3R5IjoiYXBwbGljYXRpb24vdmMrbGQranNvbiIsInNpZ1QiOiIyMDI2LTA0LTE1VDExOjU2OjU2LjI0MDU3NSswMDowMCIsIng1dCNTMjU2IjoiRGlnaUNlcnQtUkZDMzE2MSJ9..giI7eGtAl5-OZt_utuzfUnAcjLhe4yCJNaZOWVOHvpBTEXsRnM518DYyAGLqchl-5p2PZRxhOn09RGwYkPmkGQ",
  "keys": {
    "version": 1,
    "issuer": {
      "did_key": "did:key:zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz",
      "fingerprint": "sha256:bbef70e8d03a066bb76d68833fef723d5f8f79f423a76b0492e0afd341afcdce",
      "algorithm": "ECDSA P-256",
      "purpose": "Signs W3C Verifiable Credential signing receipts",
      "publicKeyJwk": {
        "kty": "EC",
        "crv": "P-256",
        "x": "y0VWoDG25ZAYFAQzjUdti_BwXPczkH3-k4J2c0Z3NZU",
        "y": "azeqj_N4fTzW-9a8PK6SFSJPsYJQFp6QfmAnGBfl9Js"
      }
    },
    "log": {
      "did_key": "did:key:zDnaeeJ5ULuhUjRXu7A8nepU4FkSD7ZySP6Xp4a9Y5F2qyytV",
      "fingerprint": "sha256:3e831ee9342766581600eb67ae5358f1890238d77014f28c2cca41d57fe6f437",
      "algorithm": "ECDSA P-256",
      "purpose": "Signs transparency log Signed Tree Heads",
      "publicKeyJwk": {
        "kty": "EC",
        "crv": "P-256",
        "x": "zf48ib9liK73VJFaodfN2oceWxfxFg9Kn3x8J08w6Wo",
        "y": "tjnnktPWoGvt3exPs9FKoSTDzP8NyBXLXVLaDjgq5MI"
      }
    }
  },
  "transparency": {
    "entry_id": 23,
    "leaf_hash": "37b35e82283f4294e2909c23146a7ef0d85217b7779979764fd4165f6b97915f",
    "merkle_proof": [
      {
        "hash": "436569c4546278136cc69a1a5853c45c614b8414563646b1a083fc9e5c7e6674",
        "position": "left"
      },
      {
        "hash": "fab9211281133d5cac72550ef619263347836f0ba82d0c83fb1bd5d659829baa",
        "position": "left"
      },
      {
        "hash": "f1a7da5bdce6834b42dcea29272299c35ca9ae9f937c2fc80a2c5f057164edb9",
        "position": "left"
      }
    ],
    "signed_tree_head": {
      "tree_size": 23,
      "root_hash": "37d0921191818c1acff544d0429984bb66492f1e843425850a5af9269293f933",
      "timestamp": "2026-04-15T11:56:55.725554+00:00",
      "log_id": "did:key:zDnaeeJ5ULuhUjRXu7A8nepU4FkSD7ZySP6Xp4a9Y5F2qyytV",
      "signature": "zAN1rKvtLZbxHnU9Zejgr2YgLqEaYRj7f6o5k6RkHVrCqyB9g4nn4dw2H7vdWPKhqAY44zGpgekEcamXJ5S83ooN8XVdAT3h13"
    }
  },
  "timestamp": {
    "tsa": "DigiCert",
    "tsaUrl": "http://timestamp.digicert.com",
    "signingTime": "2026-04-15T11:56:56Z",
    "hashAlgorithm": "sha256",
    "token": ""
  },
  "didSnapshot": {
    "capturedAt": "2026-04-15T11:56:56.207453+00:00",
    "didDocument": {
      "@context": [
        "https://www.w3.org/ns/did/v1",
        "https://w3id.org/security/multikey/v1"
      ],
      "id": "did:web:staging.signforge.io",
      "alsoKnownAs": [
        "did:key:zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz"
      ],
      "verificationMethod": [
        {
          "id": "did:web:staging.signforge.io#issuer-key-1",
          "type": "Multikey",
          "controller": "did:web:staging.signforge.io",
          "publicKeyMultibase": "zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz"
        },
        {
          "id": "did:web:staging.signforge.io#log-key-1",
          "type": "Multikey",
          "controller": "did:web:staging.signforge.io",
          "publicKeyMultibase": "zDnaeeJ5ULuhUjRXu7A8nepU4FkSD7ZySP6Xp4a9Y5F2qyytV"
        }
      ],
      "assertionMethod": [
        "did:web:staging.signforge.io#issuer-key-1"
      ],
      "authentication": [],
      "service": [
        {
          "id": "did:web:staging.signforge.io#transparency-log",
          "type": "TransparencyLog",
          "serviceEndpoint": "https://staging.signforge.io/api/transparency"
        },
        {
          "id": "did:web:staging.signforge.io#verification",
          "type": "VerificationService",
          "serviceEndpoint": "https://staging.signforge.io/api/verify"
        }
      ]
    }
  },
  "signerIdentities": [
    {
      "@context": [
        "https://www.w3.org/ns/credentials/v2",
        "https://signforge.io/ns/signer-identity/v1"
      ],
      "type": [
        "VerifiableCredential",
        "SignerIdentityCredential"
      ],
      "issuer": "did:key:zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz",
      "validFrom": "2026-04-15T11:56:55.631361+00:00",
      "credentialSubject": {
        "type": "SignerIdentity",
        "name": "Kumar",
        "email": "kumar@securityfocal.com",
        "authMethod": "email_link"
      },
      "proof": {
        "type": "DataIntegrityProof",
        "cryptosuite": "ecdsa-jcs-2019",
        "created": "2026-04-15T11:56:56.207576+00:00",
        "verificationMethod": "did:key:zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz#zDnaewLmW7En1Z8R1uCywekmycM9Q1bASoUavQPLAuk8nLsoz",
        "proofPurpose": "assertionMethod",
        "proofValue": "ziKx1CJPfT7eQZFyhMqSJY8aXmxjgGxxkbDNJz5oTFZmBrYRegm3L59MpqoqjCXi5W3y7aXakSypUN9zAmWSxwLK7DATA8PavbN"
      }
    }
  ]
}

