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1.1 Introduction

1 Diameter Users Guide

The diameter application is a framework for building applications on top of the Diameter protocol.

1.1 Introduction

The diameter application is an implementation of the Diameter protocol as defined by RFC 6733. It supports arbitrary
Diameter applications by way of adictionary interface that allows messages and AV Ps to be defined and input into
diameter as configuration. It has support for all rolesdefined inthe RFC: client, server and agent. This chapter provides
ashort overview of the application.

A Diameter node is implemented by configuring a service and one or more transports using the interface module
diameter. The service configuration defines the Diameter applications to be supported by the node and, typically,
the capabilities that it should send to remote peers at capabilities exchange upon the establishment of transport
connections. A transport is configured on aservice and provides protocol -specific send/receive functionality by way of
atransport interface defined by diameter and implemented by a transport module. The diameter application provides
two transport modules. diameter_tcp and diameter_sctp for transport over TCP (using gen tcp) and SCTP (using
gen_sctp) respectively. Other transports can be provided by any modul e that implements diameter'stransport interface.

While a service typically implements a single Diameter node (as identified by an Origin-Host AV P), transports can
themselves be associated with capabilities AVPs so that a single service can be used to implement more than one
Diameter node.

Each Diameter application defined on a service is configured with a callback module that implements the application
interface through which diameter communi cates the connectivity of remote peers, requests peer selection for outgoing
requests, and communicates the reception of incoming Diameter request and answer messages. An application using
diameter implements these application callback modules to provide the functionality of the Diameter node(s) it
implements.

Each Diameter application is also configured with a dictionary module that provide encode/decode functionality
for outgoing/incoming Diameter messages belonging to the application. A dictionary module is generated from
a dictionary file using the diameterc utility. Dictionaries for the RFC 6733 Diameter Common Messages, Base
Accounting and Relay applications are provided with the diameter application.

1.2 Usage

To be written.

1.3 Examples

Example code can be found in the diameter application'sexanpl es subdirectory.

1.4 Standards Compliance

The table below summarizes the diameter application's compliance with RFC 6733. Since the diameter application
isn't aDiameter node on itsown, complianceis strictly the responsibility of the user in many cases, diameter providing
the means for the user to be compliant rather than being compliant on its own.
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1.4 Standards Compliance

The Compliance column notes C (Compliant) if the required functionality is implemented, PC (Partially Compliant)
if there are limitations, NC (Not Compliant) if functionality is not implemented, or a dash if text is informational or
only places requirements that must be met by the user's implementation.

Capitalized Diameter refersto the protocol, lowercase diameter to the Erlang application.

1.4.1 RFC 6733 - Diameter Base Protocol

Section Title Compliance Notes
1 Introduction —
11 Diameter Protocol —
Description of the
111 Document Set o
Conventions Used in This
112 —
Document
It is possible to configure a
3588 dictionary in order to
113 Changesfrom RFC 3588 | — get 3588 semantics, where
the differ from 6733.
1.2 Terminology —
The dictionary interface
documented in
diameter_dict(4) provides
extensibility, alowing
the user to defined new
AVPs, commands, and
s . applications. Ready
13 Approach to Extensibility dictionaries are provided
for the RFC 6733 common
message, base accounting,
and relay applications,
aswell asfor RFC 7683,
Diameter Overload
Indicator Conveyance.
131 Defining New AVP Vaues| —
New AV Ps can be defined
using the dictionary
132 Creating New AVPs — interface. Both RFC data
formats and extensions are
supported.
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133

Creating New Commands

New commands can
be defined using the
dictionary interface.

134

Creating New Diameter
Applications

New applications can
be defined using the
dictionary interface.

Protocol Overview

Session state isthe
responsibility of the user.

Therole of a Diameter
node is determined by the
user's implementation.

21

Transport

Ports are configured by the
user: diameter places no
restrictions.

The transport interface
documented in
diameter_transport(3)
allows the user to
implement their own
methods. Ready support
isprovided for TCP, TCP/
TLS, and SCTP, but not
DTLS/SCTP.

Multiple connections to
the same peer is possible.
ICMP messages are not
interpreted.

211

SCTP Guidelines

Unordered sending
isconfigurablein
diameter_sctp(3). There
isno specia handling of
DPR/DPA: since a user
that cares about pending
answers should wait for
them before initiating
DPR.

A PPID can be configured
with aagen sctp
sctp_default_send param
option.
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1.4 Standards Compliance

2.2

Securing Diameter
Messages

DTLSis not supported by
diameter_sctp(3). See aso
2.1

2.3

Diameter Application
Compliance

24

Application Identifiers

The user configures
diameter with the
identifiersto send at
capabilities exchange,
along with corresponding
dictionaries defining

the messages of the
applications.

25

Connections vs. Sessions

Connections are

realized by configuring
transport. Sessions are the
responsibility of the user.

2.6

Peer Table

Routing isimplemented
by the user in callbacks
documented in
diameter_app(3). A peer
table of the documented
form is not exposed to the
user.

2.7

Routing Table

See 2.6. A routing table
of the documented formis
not exposed to the user.

2.8

Role of Diameter Agents

Most role-specific
behaviour isimplemented
by the user. How a

node advertises itself at
capabilities exchange

is determined by user
configuration.

281

Relay Agents

282

Proxy Agents

2.8.3

Redirect Agents

284

Trandation Agents

oO|lo]l o] O

29

Diameter Path
Authorization

Authorization isthe
responsibility of the user.
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1.4 Standards Compliance

Hop-by-Hop and End-to-
End Identifiers are set by

3 Diameter Header diameter when sending
outgoing requests.
31 Command Codes
Command Code Format Commands ae de.‘r' neq
3.2 e as CCF specificationsin
Specification - )
dictionary files.
Diameter Command
3.3 X i
Naming Conventions
Any required padding
4 Diameter AVPs isadded by Q|arneter_
when encoding outgoing
messages.
4.1 AVP Header
411 Optiona Header Elements
4.2 Basic AVP Data Formats
Derived AVP Data Arbitrary derived data
4.3 formats are supported by
Formats o .
the dictionary interface.
Beware that RFC 6733
changed the DiameterURI
. transport/port defaults
431 g‘;ﬂrgg:‘m%e;'ved AVP specified in RFC3588.
Relying on the defaults can
result in interoperability
problems.
The M-bit on a component
AVP of aGrouped AVP
that doesnot set M is
ignored: such AVPs are
4.4 Grouped AVP Values ot regarded as erroneous
at decode.
Grouped AV Ps are defined
as CCF specificationsin
dictionary files.
441 Example AVP with a

Grouped Data Type

6 | Ericsson AB. All Rights Reserved.: Diameter




1.4 Standards Compliance

4.5

Diameter Base Protocol
AVPs

The base AV Ps are defined
in the common dictionary
provided by diameter.
There are common
dictionaries for both RFC
3588 and RFC 6733 since
the latter made changes to
both syntax and semantics.

Diameter Peers

5.1

Peer Connections

A peer's Diameterldentity
is not required when
initiating a connection:
the identify isreceived at
capabilities exchange, at
which time the connection
can bergjected if the
identity is objectionable.

The number of connections
established depends on

the user's configuration.
Multiple connections per
peer is possible.

52

Diameter Peer Discovery

NC

No form of peer discovery
isimplemented. The

user can implement this
independently of diameter
if required.

5.3

Capabilities Exchange

All supported applications
are sent in CEA. The user
can regject an incoming
CERorCEAina
configured callback.

Both transport security at
connection establishment
and negotiated viaan
Inband-Security AVP are
supported.

531

Capabilities-Exchange-
Request

CER is sent and received
by diameter.

532

Capabilities-Exchange-
Answer

CEA issent and received
by diameter.

533

Vendor-ld AVP
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534 Firmware-Revison AVP | C
535 Host-1P-Address AVP C
5.3.6 Supported-Vendor-ld AVP | C
53.7 Product-Name AVP C
DPA will not be answered
Disconnecting Peer with error: apeer that
5.4 . C wantsto aavoid arace can
Connections . .
wait for pending answers
before sending DPR.
DPR is sent by diameter in
response to configuration
. — changes requiring a
54.1 Disconnect-Peer-Request | C connection to be broken.
The user can also send
DPR.
54.2 Disconnect-Peer-Answer | C D.PR Is answered by
diameter.
54.3 Disconnect-Cause AVP C
55 Transport Failure .
' Detection
DWR is sent and received
by diameter. Callbacks
55.1 Device-Watchdog-Request | C notify the user of
transitionsinto and out of
the OKAY dtate.
55.2 Device-Watchdog-Answer | C DWA Is sent and received
by diameter.
Transport Failure
553 Algorithm c
Failover and Failback
554 Procedures c
The election processis
5.6 Peer State Machine PC modified as described in
5.6.4.
56.1 Incoming Connections C
56.2 Events —
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1.4 Standards Compliance

5.6.3 Actions —

As documented, the
election assumes
knowledge of a peer's
Diameterldentity when
initiating a connection,
which diameter doesn't
reguire. Connections

will be accepted if

56.4 The Election Process PC configuration allows
multiple connections per
peer to be established

or thereis no existing
connection. Note that the
election processisonly
applicable when multiple
connections per peer is

disallowed.
Diameter Message
6 . —
Processing
Routing is performed by
. . the user. A callback from
6.1 gilzil;]\ﬁtngRequ&et Routing | _ diameter providesalist
of available suitable peer
connections.
Requests are constructed
o by the user; diameter sets
6.1.1 Originating a Request C header fields as defined in
the relevant dictionary.
6.1.2 Sending a Request C

Loops are detected by
diameter when the return
value of arequest callback
6.1.3 Receiving Requests C asksthat areguest be
forwarded. Loop detection
in other casesisthe
responsibility of the user.

The user decides whether
or not to process a request

6.1.4 Processing Local Requests | C locally in the request
callback from diameter.

6.1.5 Request Forwarding PC See 2.6.

6.1.6 Request Routing PC See 2.7.
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6.17 Predictive L.oop See6.1.3
Avoidance
6.1.8 Redirecting Requests See 2.6.
A Route-Record AVP
is appended by diameter
when the return value
6.19 Relaying and Proxying of arequest callback
- Requests asks that arequest be
forwarded. Appending the
AVPin other casesisthe
responsibility of the user.
Answer message are
constructed by the user,
Diameter Answer except in the case of some
6.2 ; . .
Processing protocol errors, in which
case the procedures are
followed.
. . Answers with an unknown
6.2.1 Processing Recefved Hop-by-Hop Identifier are
Answers ;
discarded.
. . Modifying answersisthe
6.2.2 iﬁ;‘yﬂlgg and Proxying responsibility of the user in
callbacks from diameter.
The order of AVPsin
an encoded message is
determined by the CCF of
the message in question.
6.3 Origin-Host AVP AVPs defined in the RFC
are defined in dictionaries
provided by diameter.
Their proper usein
application messagesisthe
responsibility of the user.
6.4 Origin-Realm AVP
6.5 Destination-Host AVP
6.6 Destination-Realm AVP
6.7 Routing AV Ps
6.7.1 Route-Record AVP
6.7.2 Proxy-Info AVP
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6.7.3 Proxy-Host AVP C

6.7.4 Proxy-State AVP C

6.8 Auth-Application-ld AVP |C

6.9 Acct-Application-ld AVP | C

6.10 Inband-Security-ld AVP | C See2.1.

- Note that the CCF of this
6.11 Xmﬂggtisgsﬁ';'zvp C AVPisnotthesameasin
PP RFC 3588.
6.12 Redirect-Host AVP C
6.13 Redirect-Host-Usage AVP | C
Redirect-Max-Cache-Time

6.14 AVP C
Answers are formul ated
by the user in most cases.
Answers setting the E-bit

7 Error Handling C can be sent by diameter
itself in responseto a
reguest that cannot be
handled by the user.

7.1 Result-Code AVP C

711 Informational C

7.1.2 Success C
Result codes 3001, 3002,
3005, and 3007 can be sent

7.13 Protocol Errors C in answers formulated by
diameter, if configured to
do so.
Result code 4003 issent in
CEA if thereisan existing

7.1.4 Transient Failures c connection to the peer in
question and configuration
does not alow more than
one.
M essage reception detects
5001, 5004, 5005, 5008,

7.15 Permanent Failures C 50009, 5010, 5011, 5014,
5015, and 5017 errors. It
ignores 5013 errors at the
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1.4 Standards Compliance

admonition of sections 3
and 4.1.

Note that RFC 3588 did
not allow 5xxx result
codes in answers setting
the E-bit, while RFC 6733
does. Thisis a potential
interoperability problem
since the Diameter
protocol version has not
changed.

7.2

Error Bit

7.3

Error-Message AVP

The user can include this
AVP asrequired.

74

Error-Reporting-Host AVP

The user can include this
AVP asrequired.

7.5

Failed-AVP AVP

The user constructs
application-specific
messages, but diameter
providesfailed AVPs

in message callbacks.
Failed component AV Ps
are grouped within the
relevant Grouped AV Ps.

7.6

Experimental-Result AVP

7.7

Experimental-Result-Code
AVP

Diameter User Sessions

Authorization and
accounting AVPs are
defined in provided
dictionaries. Their proper
use is the responsibility of
the user.

8.1

Authorization Session
State Machine

Authorization isthe
responsibility of the
user: diameter does not
implement this state
machine.

8.2

Accounting Session State
Machine
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1.4 Standards Compliance

implement this state

machine.
8.3 Server-Initiated Re-Auth
831 Re-Auth-Request
8.3.2 Re-Auth-Answer
Session-related messages
and AV Ps are defined
8.4 Session Termination in provided dictionaries.
Their proper useisthe
user's responsibility.
Session-Termination-
8.4.1 Request
8.4.2 Session-Termination-
Answer
Session-related messages
and AV Ps are defined
8.5 Aborting a Session in provided dictionaries.
Their proper useisthe
user's responsibility.
851 Abort-Session-Request
85.2 Abort-Session-Answer
Session-related messages
Inferring Session and AV Ps are defined
8.6 Termination from Origin- in provided dictionaries.
State-1d Their proper useisthe
user's responsibility.
8.7 Auth-Request-Type AVP
8.8 Session-ld AVP
8.9 Authorization-Lifetime
’ AVP
8.10 Auth-Grace-Period AVP
8.11 Auth-Session-State AVP
Re-Auth-Request-Type
8.12 AVP
8.13 Session-Timeout AVP
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8.14 User-Name AVP C
8.15 Termination-Cause AVP | C
8.16 Origin-State-1d AVP C
8.17 Session-Binding AVP C
Session-Server-Failover
8.18 AVP C
Multi-Round-Time-Out
8.19 AVP C
8.20 ClassAVP C
8.21 Event-Timestamp AVP C
Accounting-related
messages and AV Ps
9 Accountin . are defined in provided
9 dictionaries. Their
proper use isthe user's
responsibility.
9.1 Server Directed Model —
9.2 Protocol Messages —
Accounting Application
9.3 Extension and —
Requirements
94 Fault Resilience —
9.5 Accounting Records —
Correlation of Accounting
9.6 —
Records
Accounting Command
9.7 —
Codes
9.7.1 Accounting-Request C
9.7.2 Accounting-Answer C
9.8 Accounting AVPs —
Accounting-Record-Type
9.8.1 AVP C
9.8.2 Acct-Interim-Interval AVP | C
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1.4 Standards Compliance

Accounting-Record-

983 Number AVP

9.8.4 Acct-Session-ld AVP
Acct-Multi-Session-ld

9.8.5 AVP
Accounting-Sub-Session-

9.8.6 1d AVP

987 Accounting-Realtime-

e Required AVP
10 AVP Occurrence Tables
101 Base Protocol Command
’ AVP Table

10.2 Accounting AVP Table

11 IANA Considerations

11.1 AVP Header

11.1.1 AVP Codes

11.1.2 AVP Flags

11.2 Diameter Header

11.2.1 Command Codes

11.2.2 Command Flags

11.3 AVP Values
Experimental-Result-Code

11.31 AVP

11.3.2 Result-Code AVP Values
Accounting-Record-Type

1133 AVP Values

1134 Termination-Cause AVP
Values

1135 Redirect-Host-Usage AVP
Values

1136 Session-Server-Failover

AVP Values
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11.3.7 Session-Binding AVP
Values
1138 Disconnect-Cause AVP
Values
11.39 Auth-Request-Type AVP
Values
11.3.10 Auth-Session-State AVP
Values
Re-Auth-Request-Type
11311 AVP Vaues
Accounting-Realtime-
11312 Required AVP Values
Inband-Security-1d AVP
11.3.13 (code 299)
_diameters Service
11.4 Name and Port Number
Registration
SCTP Payload Protocol
11.5 e
Identifiers
11.6 S-NAPTR Parameters
12 Diameter Protocol-Related
Configurable Parameters
See2.1.
13 Security Considerations |Psec i transparent to
diameter.
TLSTCPand DTLY
13.1 SCTP Usage See2.1.
Peer-to-Peer
132 Considerations
13.3 AVP Considerations
14 References
14.1 Normative References
14.2 Informative References
Table 4.1: RFC 6733 Compliance
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1.4 Standards Compliance

2 Reference Manual

The Diameter application is aframework for building applications on top of the Diameter protocol.
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diameter

diameter

Erlang module

Thismodule providestheinterface with which auser canimplement a Diameter node that sends and receives messages
using the Diameter protocol as defined in RFC 6733.

Basic usage consists of creating a representation of a locally implemented Diameter node and its capabilities with
start_service/2, adding transport capability using add_transport/2 and sending Diameter requests and receiving
Diameter answers with call/4. Incoming Diameter requests are communicated as callbacks to a diameter_app(3)
callback modules as specified in the service configuration.

Bewarethe difference between diameter (not capitalized) and Diameter (capitalized). The former refersto the Erlang
application named diameter whose main api is defined here, the latter to Diameter protocol in the sense of RFC 6733.

The diameter application must be started before calling most functionsin this module.

DATA TYPES

Addr ess()

D aneterldentity()
G ouped()

Cctet String()

Ti me()

Unsi gned32()
UTF8St ri ng()

Types corresponding to RFC 6733 AVP Data Formats. Defined in diameter _dict(4).
application_alias() = tern()

Nameidentifying a Diameter application in service configuration. Passed to call/4 when sending requests defined
by the application.

application_nodule() = Mod | [Mod | ExtraArgs] | #dianeter_call back{}

Mod = atom()
ExtraArgs = list()

Module implementing the callback interface defined in diameter _app(3), along with any extra arguments to be
appended to those documented. Note that extra arguments specific to an outgoing request can be specified to
call/4, in which case those are appended to any module-specific extra arguments.

Specifying a#di anmet er _cal | back{} record alows individual functions to be configured in place of the
usual diameter_app(3) callbacks. See di anet er _cal | back. er| for details.

application_opt ()
Options defining a Diameter application. Has one of the following types.
{alias, application_alias()}

Unique identifier for the application in the scope of the service. Defaults to the value of thedi ct i onary
option.

{dictionary, aton()}

Name of an encode/decode module for the Diameter messages defined by the application. These modules
are generated from files whose format is documented in diameter_dict(4).
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{modul e, application_nodul e()}

Callback module in which messages of the Diameter application are handled. See diameter_app(3) for the
required interface and semantics.

{state, term)}

Initial callback state. The prevailing stateis passed to somediameter _app(3) callbacks, which canthen return
anew state. Defaultsto the value of theal i as option.

{call _nutates_state, true|fal se}
Whether or not the pick_peer/4 application callback can modify the application state. Defaultstof al se.

Warning:

pick_peer/4 callbacks are serialized when this option is t r ue, which is a potential performance
bottleneck. A simple Diameter client may suffer no ill effects from using mutable state but a server or
agent that responds to incoming request should probably avoid it.

{answer _errors, call back|report|discard}
Manner in which incoming answer messages containing decode errors are handled.

If cal | back then errorsresultin ahandle_answer/4 callback in the same fashion asfor handle_request/3,
with errors communicated intheer r or s field of the #di anmet er _packet {} passed to the callback. If
report thenananswer containing errorsis discarded without a callback and awarning report is written to
thelog. If di scar d then an answer containing errorsis silently discarded without a callback. In both the
report and di scar d cases the return value for the call/4 invocation in question is as if a callback had
taken placeand returned{error, failure}.

Defaultsto di scar d.
{request _errors, answer_3xxx| answer | cal | back}

Manner in which incoming requests are handled when an error other than 3007
(DIAMETER_APPLICATION_UNSUPPORTED, which cannot be associated with an application callback
module), is detected.

If answer _3xxx then requests are answered without ahandle_request/3 callback taking place. If answer
then even 5xxx errors are answered without a callback unless the connection in question has configured the
RFC 3588 common dictionary asnoted below. If cal | back thenahandle_request/3 callback alwaystakes
place and its return value determines the answer sent to the peer, if any.

Defaultsto answer _3xXX.

Answers sent by diameter set the E-bit in the Diameter Header. Since RFC 3588 allows only 3xxx
result codes in an answer - message, answer has the same semantics as answer _3xxx when
the transport in question has been configured with di amet er _gen_base_r f ¢3588 asits common
dictionary. Since RFC 6733 allows both 3xxx and 5xxx result codes in an answer - nessage, a
transport with di anet er _gen_base_r f c6733 asitscommon dictionary does distinguish between
answer _3xxx and answer .

cal | _opt ()
Options available to call/4 when sending an outgoing Diameter request. Has one of the following types.
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{extra, list()}

Extra arguments to append to callbacks to the callback module in question. These are appended to any extra
arguments configured on the callback itself. Multiple options append to the argument list.

{filter, peer_filter()}

Filter to apply to the list of available peers before passing it to the pick peer/4 callback for the application
in question. Multiple options are equivalent asingle al | filter on the corresponding list of filters. Defaults
tonone.

{peer, dianeter_app: peer_ref()}

Peer to which the request in question can be sent, preempting the selection of peers having advertised support
for the Diameter application in question. Multiple options can be specified, and their order is respected in
the candidate lists passed to a subsequent pick peer/4 callback.

{ti meout, Unsigned32()}
Number of milliseconds after which the request should timeout. Defaults to 5000.
det ach

Cause call/4 to return ok as soon as the request in question has been encoded, instead of waiting for and
returning the result from a subsequent handle_answer/4 or handle_error/4 callback.

Aninvalid option will cause call/4 to fail.
capabi lity()

AVP values sent in outgoing CER or CEA messages during capabilities exchange. Can be configured both on a
service and a transport, values on the latter taking precedence. Has one of the following types.

{"Origin-Host', Dianeterldentity()}
{"Oigin-Realm, Diameterldentity()}
{' Host -1 P-Address', [Address()]}

An address list is available to the start function of a transport module, which can return a new list for use
in the subsequent CER or CEA. Host-IP-Address need not be specified if the transport module in question
communicates an address list as described in diameter_transport(3)

"Vendor-1d', Unsigned32()}
" Product-Nane', UTF8String()}
"Origin-State-1d', Unsigned32()}

Origin-State-1d is optional but, if configured, will be included in outgoing CER/CEA and DWR/DWA
messages. Setting a value of 0 (zero) is equivaent to not setting a value, as documented in RFC 6733. The
function origin_state id/O can be used asto retrieve avalue that is computed when the diameter application
is started.

' Support ed- Vendor-1d', [Unsigned32()]}
" Aut h- Application-1d', [Unsigned32()]}
"I nband- Security-1d', [Unsigned32()]}

Inband-Security-1d defaults to the empty list, which is equivalent to a list containing only O

(NO_INBAND_SECURITY). If 1 (TLS) is specified then TLS is selected if the CER/CEA received from
the peer offersit.

{"Acct-Application-1d', [Unsigned32()]}
{' Vendor - Speci fic-Application-1d'", [Gouped()]}
{" Fi rmnar e- Revi si on', Unsigned32()}

[t Nt Wannt

latn Nt et

Note that each tuple communicates one or more AVP values. It is an error to specify duplicate tuples.
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eval () = {MF A | fun() | [eval() | Al
An expression that can be evaluated as a function in the following sense.

eval([{M,F,A} | T]) ->
apply(M, F, T ++ A);
eval([[F|A] | T]) ->
eval([F | T ++ A]);
eval([F|A]) ->
apply(F, A);
eval(F) ->
eval([F]).

Applying aneval () Etoanargument list Aismeant inthe senseof eval ([ E| A]) .

Warning:

Beware of using fun expressions of the form f un Nane/ Ari t y in situations in which the fun is not short-
lived and code is to be upgraded at runtime since any processes retaining such a fun will have a reference
to old code. In particular, such a value is typically inappropriate in configuration passed to start_service/2
or add_transport/2.

peer filter() = term)
Filter passed to call/4 in order to select candidate peersfor apick peer/4 callback. Has one of thefollowing types.
none
Matches any peer. Thisis a convenience that provides afilter equivalent to no filter.
host

Matches only those peers whose Origin-Host has the same val ue as Destination-Host in the outgoing request
in question, or any peer if the request does not contain a Destination-Host AVP.

real m

Matches only those peers whose Origin-Realm has the same value as Destination-Realm in the outgoing
request in question, or any peer if the request does not contain a Destination-Realm AVP.

{host, any|Di aneterldentity()}

Matches only those peers whose Origin-Host has the specified value, or al peersif the atom any.
{realm any|Dianeterldentity()}

Matches only those peers whose Origin-Realm has the specified value, or al peersif the atom any.
{eval, eval ()}

Matches only those peers for which the specified eval () returnst r ue when applied to the connection's
di anmet er _caps record. Any other return value or exception isequivaenttof al se.

{neg, peer _filter()}
Matches only those peers not matched by the specified filter.
{all, [peer_filter()]}
Matches only those peers matched by each filter in the specified list.

{any, [peer _filter()]}

Matches only those peers matched by at least onefilter inthe specified list. Theresulting list will bein match
order, peers matching the first filter of the list sorting before those matched by the second, and so on.
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{first, [peer_filter()]}

Like any, but stops at the first filter for which there are matches, which can be much more efficient when
there are many peers. For example, the following filter causes only peers best matching both the host and
realm filters to be presented.

{first, [{all, [host, realm]}, realm]}

Aninvalidfilterisequivalentto{ any, [ ]}, afilter that matches no peer.

The host and r eal mfilters cause the Destination-Host and Destination-Realm AVPs to be extracted
from the outgoing request, assuming it to be a record- or list-valued di anmet er _codec: nessage(),
and assuming a most one of each AVP. If this is not the case then the {host|
realm Dianeterldentity()} filters must be used to achieve the desired result. An empty
Di anet er I dentity() (whichshouldnot betypical) matchesall hosts/realmsfor the purposes of filtering.

A host filter is not typically desirable when setting Destination-Host since it will remove peer agents from
the candidates list.

service_event () = #di aneter_event{service = service_nane(), info =
service_event _info()}

An event message sent to processes that have subscribed to these using subscribe/1.
service_event _info() = term)
Thei nf o field of aservice_event() record. Can have one of the following types.

start
stop

The serviceis being started or stopped. No event precedesast art event. No event followsast op event,
and this event implies the termination of all transport processes.

{up, Ref, Peer, Config, Pkt}

{up, Ref, Peer, Config}
{down, Ref, Peer, Confi g}

Ref = transport _ref()

Peer = di amet er _app: peer ()

Config = {connect|listen, [transport_opt()]1}
Pkt = #diameter packet{}

The RFC 3539 watchdog state machine has transitioned into (up) or out of (down) the OKAY state. If a
#di anet er _packet {} ispresentinanup event then there has been a capabilities exchange on anewly
established transport connection and the record contains the received CER or CEA.

Note that a single up or down event for a given peer corresponds to multiple peer_up/3 or peer_down/3
callbacks, one for each of the Diameter applications negotiated during capabilities exchange. That is, the
event communicates connectivity with the peer as a whole while the callbacks communicate connectivity
with respect to individual Diameter applications.
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{reconnect, Ref, Opts}

Ref
Opts

transport_ref()
[transport_opt () ]

A connecting transport is attempting to establish/reestablish a transport connection with a peer following
connect_timer or watchdog_timer expiry.

{cl osed, Ref, Reason, Config}

Ref = transport_ref ()
Config = {connect|listen, [transport_opt()]}

Capabilities exchange has failed. Reason can have one of the following types.
{'CER, Result, Caps, Pkt}

Result = ResultCode | {capabilities cb, CB, ResultCode|discard}
Caps = #diameter caps{}

Pkt = #diameter packet{}

ResultCode = integer()

CB = eval ()

Anincoming CER has been answered with the indicated result code, or discarded. Caps contains pairs
of values, for the local node and remote peer respectively. Pkt contains the CER in question. In the
case of rejection by a capabilities callback, the tuple contains the rejecting callback.

{'CER, Caps, {ResultCode, Pkt}}

ResultCode = integer()
Caps #diameter caps{}
Pkt #diameter packet{}

An incoming CER contained errors and has been answered with the indicated result code. Caps
contains values for the local node only. Pkt contains the CER in question.

{*CER, tinmeout}
An expected CER was not received within capx_timeout of connection establishment.
{'CEA", Result, Caps, Pkt}

Result = ResultCode | atom() | {capabilities cb, CB, ResultCode|discard}
Caps = #diameter caps{}

Pkt = #diameter packet{}

ResultCode = integer()

Anincoming CEA has been rejected for the indicated reason. Aninteger-valued Resul t indicatesthe
result code sent by the peer. Caps contains pairs of values for the local node and remote peer. Pkt
contains the CEA in question. In the case of regjection by a capabilities callback, the tuple contains the
rejecting callback.

{'CEA', Caps, Pkt}

Caps
Pkt

#diameter caps{}
#diameter packet{}
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An incoming CEA contained errors and has been rejected. Caps contains only values for the local
node. Pkt contains the CEA in question.

{"CEA'", tinmeout}
An expected CEA was not received within capx_timeout of connection establishment.
{wat chdog, Ref, PeerRef, {From To}, Config}

Ref = transport_ref()

PeerRef = di aneter_app: peer_ref ()

From, To = initial | okay | suspect | down | reopen
Config = {connect|listen, [transport opt()]}

An RFC 3539 watchdog state machine has changed state.
any()

For forward compatibility, a subscriber should be prepared to receive info fields of forms other than the
above.

service_nanme() = term)

Name of a service as passed to start_service/2 and with which the service is identified. There can be at most

one service with a given name on a given node. Note that erlang:make_ref/O can be used to generate a service
name that is somewhat unique.

service_opt ()
Option passed to start_service/2. Can beany capabi | i t y() aswell asthefollowing.
{application, [application_opt()]}
A Diameter application supported by the service.

A service must configure one tuple for each Diameter application it intends to support. For an outgoing
request, the relevant appl i cati on_al i as() is passed to call/4, while for an incoming request the

application identifier in the message header determines the application, the identifier being specified in the
application's dictionary file.

The capabilities advertised by a node must match its configured applications. In particular,

appl i cati on configuration must be matched by corresponding capability() configuration, of *-
Application-1d AVPsin particular.

{decode_format, record | list | map | none}

Theformat of decoded messagesand grouped AV Psinthensg field of diameter_packet recordsandval ue
field of diameter_avp records respectively. If r ecor d then arecord whose definition is generated from the
dictionary file in question. If | i st or map thena[ Nane | Avps] par where Avps isalist of AVP
name/values pairs or amap keyed on AV P namesrespectively. If none then the atom-val ue message name,
or undef i ned for aGrouped AVP. See also diameter_codec: message().

Defaultstor ecor d.

AVPs are decoded into a list of diameter_avp records in avps field of diameter_packet records
independently of decode_f or mat .
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{restrict_connections, false | node | nodes | [node()] | eval ()}
The degree to which the service allows multiple transport connections to the same peer, asidentified by its
Origin-Host at capabilities exchange.

If [node()] then aconnection is rejected if another already exists on any of the specified nodes. Types
f al se, node, nodes and eval() are equivalent to [ ], [ node()], [ node() | nodes()] and the
evaluated value respectively, evaluation of each expression taking place whenever anew connection isto be
established. Note that f al se allows an unlimited number of connections to be established with the same
peer.

Multiple connections are independent and governed by their own peer and watchdog state machines.
Defaultsto nodes.
{sequence, {H N} | eval()}

A constant value Hfor thetopmost 32- Nbits of of 32-bit End-to-End and Hop-by-Hop Identifiers generated
by the service, either explicitly or as a return value of a function to be evaluated at start_service/2. In
particular, an identifier | d is mapped to a new identifier as follows.

(H bsl N) bor (Id band ((1 bsl N) - 1))

Note that RFC 6733 requires that End-to-End Identifiers remain unique for a period of at least 4 minutes
and that this and the call rate places alower bound on appropriate values of N: at a rate of R requests per
second, an N-bit counter traverses all of itsvaluesin (1 bsl N) div (R*60) minutes, so the bound
is4*R*60 =< 1 bsl N

Nmust liein therange 0. . 32 and Hmust be a non-negative integer lessthan1 bsl (32-N).
Defaultsto{ 0, 32} .

Warning:

Multiple Erlang nodes implementing the same Diameter node should be configured with different
sequence masks to ensure that each node uses a unique range of End-to-End and Hop-by-Hop Identifiers
for outgoing requests.

{share_peers, boolean() | [node()] | eval ()}

Nodes to which peer connections established on the local Erlang node are communicated. Shared peers
become available in the remote candidates list passed to pick